SAP User Insights

At TAC Insights, we speak with leaders in

the global SAP ecosystem on a daily basis.

Via our events, webinars and content
platforms, we aim to keep you informed
and updated with the very latest insight

and learning directly from SAP users.
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Designing a New Ul to
Simplify GRC Across L' Oreal

How the multinational cosmetics leader used the design
functionalities of Fiori to create a unique user interface.

Founded in 1909, L'Oréal is now the world’s largest
cosmetics company. It employs over 85,000 people in
150 countries, and has revenues of over €32bn.

L'Oréal is a long-term SAP Access Control user, which it
refers to internally as GATE. There are many business
STUART RAVENS process owners across the 'Oréal business: the chief
Associate Analyst tant | | d d oth
TIAIC Events accountant, supply planners, end users, and other
process owners, who are collectively responsible for the
segregation of business risk and sensitive access rights.

Many of the users involved in access control and risk
analysis, however, found these processes difficult to
understand.

We caught up with Camilo Charry-Gonzalez, Ethics, Risk &
Compliance IT Manager at L'Oréal who explained that the

end users struggled to understand the origin of risks, and had
difficulties using the solution’s standard Ul. This created a pain
point in internal control and IT: users needed extensive training
and managing the segregation of business risk was difficult.



The new Fiori applications enhanced user acceptance
of a new version of SAP Access Control, improved

compliance and security aspects, accelerated user
provisioning, and cut user maintenance costs.

“This was not an IT project. We
needed to hear about the end-
users’ challenges”

CAMILO CHARRY-GONZALEZ

After upgrading to the latest version - SAP
Access Control V12 - LU'Oréal launched its “GATE-
boosted” project, which set out to address these
business issues. The objective of the project was
to enhance user experience of GATE, using SAP
Fiori. L'Oréal wanted to improve performance
and include real-time restitution as much as
possible, make the tool easier to understand
and simpler to use. It also wanted to secure and
optimize Firefighter functionality - users with
elevated authorization.

L'Oréal has a significant SAP footprint. SAP
Access Control is integrated with SAP ECC,

SAP S/4HANA, SAP SRM, and SAP Ariba. It
implemented Fiori to develop an advanced,
user-friendly Ul for SAP Access Control users, but
also for improved access and process control.
Part of the goal to enhance user experience of
the SAP Access Control screens meant Fiori was
also integrated - using NetWeaver - with Power
Bl for data visualisation, Service Now to submit
requests to IT directly within the platform, and
other applications that make requests from SAP
Access Control. Links are also included to take
users to GATE MS Teams and SharePoint sites.

The roadmap for GATE-boosted started with
the upgrade to SAP Access Control V12. L'Oréal
then focused on the design of the new Fiori
application. U'Oréal was helped with integration
partners KPMG and VASPP, a Fiori development
specialist.

Based on an agile methodology, L'Oréal took
people from across the business and placed
them at the heart of the project. They essentially
became the product owners.

They created user stories that described

why they needed specific functionality and

the results they expected. There were many
iterations throughout the project between the
project team and the product owners to validate
developments and meet these specifications.

L'Oréal has created seven new applications. All
these applications are available from a single
Fiori launchpad, and access to each is controlled
by roles associated with a user’s job description.

A new Segregation of Duties (SoD) report has
reinforced the governance of L'Oréal’s SoD
matrix. Risk analysis can be performed at a user
or role level; a risk library has been integrated
into the application, which details all business
risks that are assessed; and integration with
Power Bl makes it easier to analyze data and
create reports.

“Part of the benefit is that Power
Bl reporting is more dynamic. It

is refreshed in real-time, so users
work with the most recent data.”

CAMILO CHARRY-GONZALEZ

Camilo Charry-Gonzalez discussed some of the
new functionality that was enabled by improved
integration of SAP Access Control, particularly
with data reporting. “Part of the benefit of the
new solution is that Power Bl reporting is more
dynamic. Power Bl is refreshed in real-time, so

users work with the most recent data.”



This data is also more diverse. Power Bl is
integrated with data from outside of SAP
Access Control, so that users can create reports
with KPIs based on different datasets. L'Oréal
developed a library of reports that users can
access, but can also develop their own.

Three applications were developed specifically
for Firefighter management: Firefighter Creation,
Firefighter Assignment, and Firefighter Log
Review. These applications required significant
customization, but all of the development was

done on Fiori.

'Oreal have developed 7 new
Fiori applications
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as well as many PowerBI KPIs to ensure a compliant access
management process

gt
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Scrum masters are vitally Listen to users: Keep things simple:
important: . . : .

First and foremost, this was not an Number of clicks was an important
L’Oréal’s scrum master facilitated IT project. The user stories gave guiding principle. The project team
many conversations between product  the project direction and helped reduced this number to help people
owners and the project team, and improve user experience of the new better navigate the new systems.
provided valuable direction. applications.

© TAC Insights Ltd. ™ all rights reserved

Want to hear more?

Camilo Charry-Gonzalez, Ethics, Risk & Compliance IT Manager
at LU'Oréal joined us at SAP Application and Information Security
Live 2021 to share the L'Oréal story.
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https://www.youtube.com/watch?v=jXBy7KlRzHs

